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} File Name is gwerty2.exe
AND

L File Full Path contains Yappdata¥local¥temp¥

OpenlOG (XML)

<?xml version="1.0" encoding="us-ascii"?>
<ioc xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema™ id="1f77eel8-7e8f-4d5¢c-b977-celd967483c8"
last-modified="2019-04-15T09:43:09" xmlns="http://schemas.mandiant.com/2010/ioc">
<short description>malware distribution servers dropped exe</short description>
<authored by>Bromium Labs</authored by>
<authored date>2019-04-12T14:16:05</authored date>
<links />
<definition>
<Indicator operator="OR" id="7e582124-e7eb-4b8b-9¢c9d-fde09£f06017d">
<IndicatorItem id="2a5647a7-0db6-4241-b2f3-5eb29d5c6c54" condition="is">
<Context document="FileItem" search="Fileltem/FileName" type="mir" />
<Content type="string">qwerty2.exe</Content>
</IndicatorItem>
<Indicator operator="AND" id="e2bff2a2-0d37-4794-8b9%c-366cef9cdlcf">
<IndicatorItem 1d="28205128-91fa-4c7a-b589-60bebb577430" condition="contains">
<Context document="Fileltem" search="Fileltem/FullPath" type="mir" />
<Content type="string">Yappdata¥local¥temp¥</Content>
</IndicatorItem>
</Indicator>
</Indicator>
</definition>

</ioc>
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