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yyte[] qe47b53 = { ex31, exff, exge };
tc64639 = Marshal.AllocHGlobal(3);
Marshal.Copy(q647b53, @, fc64639, 3);

hsdabsd( IntPtr(jb857dc.ToInt64() + @xeelb), fc64639, 3);
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<?xml version="1.0" encoding="us-ascii"?>
<ioc xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" 1d="6435ced8-5f43-418b-97d4-6d69a6e78698"
last-modified="2019-07-02T20:44:50" xmlns="http://schemas.mandiant.com/2010/ioc">
<short_description>language_check_ping</short_description>
<description>Detects language-checking technique using ping.exe documented here:
https!//www.bromium.com/malware-os-language-targeted-attacks/</description>
<authored_by>Bromium Labs</authored_by>
<authored_date>2019-07-02T18:04:03</authored_date>
<links />
<definition>
<Indicator operator="OR" 1d="473c0c7f-f76d-4152-a67c-bdbflef76edf">
<Indicatorltem 1d="ec6bfbd1-46b6-4ed2-97ea-6d213b0d11ad" condition="is">
<Context document="ProcessItem" search="ProcessItem/name" type="mir" />
<Content type="string">ping.exe</Content>
</IndicatorItem>
<Indicator operator="AND" id="5d3b54d6-c3af-4aa9-969e-0982a81c20fe">
<Indicatorltem id="d9fb6a8e-763a-4893-bdcc-c52081674687" condition="contains">
<Context document="ProcessItem" search="Processltem/arguments" type="mir" />
<Content type="string">-n 0</Content>
</Indicatorltem>
</Indicator>
</Indicator>
</definition>
</ioc>

<?xml version="1.0" encoding="us-ascii"?>
<ioc xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" id="411024cb-350d-4311-b2b7-911cbladb6ff"
last-modified="2019-07-02T20:44:54" xmlns="http://schemas.mandiant.com/2010/ioc">
<short_description>language_check_yakes</short_description>
<description>Detects language-checking technique used by Yakes documented here:
https!//www.bromium.com/malware-os-language-targeted-attacks/</description>
<authored_by>Bromium Labs</authored_by>
<authored_date>2019-07-02T20:40:46</authored_date>
<links />
<definition>
<Indicator operator="OR" id="7cbf6ebd-ecc6-4ab5-a872-1cbb228dd0bf">
<Indicatorltem 1d="7e70c36a-2cdf-4442-a7f0-18e2498b1484" condition="is">
<Context document="ProcessItem" search="ProcessItem/name" type="mir" />
<Content type="string">powershell.exe</Content>
</IndicatorItem>
<Indicator operator="AND" id="4a6d30f8-06a5-4423-beeb-60af42bb306b">
<Indicatorltem 1d="2d22628d-f186-4559-9cb6-eec30656c60b" condition="contains">
<Context document="Processltem" search="ProcessItem/arguments" type="mir" />
<Content type="string">((Get-WmiObject Win32_OperatingSystem).OSArchitecture
-match</Content>
</Indicatorltem>
</Indicator>
</Indicator>
</definition>
</ioc>
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