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C:\Windows\system32\cmd.exe

C:\Samples>msoffcrypto-tool encrypted_worksheet.xls --test -u
Uersion: 4.10.1
encrypted_worksheet.xls: encrypted

C:\Samples>msoffcrypto-tool encrypted_worksheet.xls -p UeluetSweatshop > decrypted_worksheet.xls

C:\Samples>oledump.py decrypted_worksheet.xls -p plugin_biff --pluginoptions "-f http"
4096 '\x05DocumentSummaryInformation’
4096 '\x05SummarylInformation’
407839 'Workbook®
Plugin: BIFF plugin

00eb 8224 MSODRAWINGGROUP : Microsoft Office Drawing Group
06207 58 STRING : String Ualue of a Formula - https://residenzaborgopio.it/cartanoevo/billmanager .php
0207 58 STRING : String Ualue of a Formula - https://residenzaborgopio.it/cartancevo/billmanager.php
0207 32 STRING : String Ualue of a Formula - https://residenzaborgopio.it/

Kl 5 — "VelvetSweatshop”™ —& &> TH L LIEEED XLS 7 —2 > — F DEEHL.
NFTF PO DS HR L TOERG =PRSS T4 PSR TS,

C:\Windows\system32\cmd.exe

C:
R =4
P = -2872
User password =
Supplied password is user password
extract for accessibility: allowed
extract for any purpose: not allowed
print low resolution: not allowed
print high resolution: not allowed
document assembly: allowed
forms: allowed
annotations: allowed
other: allowed
anything: allowed
stream encryption method: AESu2
string encryption method: AESv2
file encryption method: AESu2

\Samples>gpdf.exe --show-encryption encrypted.pdf

C:\Samples>qpdf.exe --decrypt encrypted.pdf decrypted.pdf

C:\Samples>qpdf.exe --show-encryption decrypted.pdf
File is not encrypted
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rule hunt xls encrypted worksheet {

meta:

author = "Bromium Labs"

date = "2020-04-17"
strings:

Smagic = {DO CF 11 EO Al Bl 1A E1}

Scsp _mscrypto = "Microsoft Enhanced Cryptographic Provider v1.0" wide
condition:

Smagic at 0 and
Scsp mscrypto in (0..1000) and
filesize < 10000KB
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